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Purpose

The purpose of this policy is to ensure that risks to IT Sligo are identified, analysed and managed so
that they are maintained at acceptable levels. The goal is to identify risks and determine how they
may be treated, tolerated, transferred or terminated. IT Sligo is committed to establishing and
maintaining a systematic approach to the identification and management of risk.

2.0

Scope

This document presents the IT Sligo risk policy, the risk appetite and the terms of reference of the Risk
Management Committee for IT Sligo. Appendix A provides a clarification on some of the key terms.
This Policy applies to all functions of IT Sligo, both academic & support, including campus companies
and research centres. These functions are collectively referred to hereinafter in this policy as the
‘Institute’.

3.0

Objectives of Risk Management

The objectives of the Institute’s risk management process are:
1. To protect the assets and reputation of the Institute and to ensure its continued financial
well-being.
2. To support better decision making through a good understanding of risks and their likely
impact.

Risk Policy statement1

4.0

1
2

1

Risk management and oversight is an Institute-wide responsibility that calls for the active
involvement and cooperation of management and staff.

2

The Institute’s Governing Body is ultimately responsible for exercising oversight over the
Institute’s system of risk management 2 . The Executive is responsible for coordinating the
development and maintenance of the risk management function and the Executive members
will be the members of the Risk Management Committee.

3

Heads of functions are responsible for the day-to-day management of risks under their
control. They will be assisted in this role by more senior management as necessary and will
cooperate with the Risk Management Committee.

4

An Institutional Risk Register will be maintained which contains risks which will either have
the potential to affect the Institute as a whole or be of significantly serious level at both a
functional and Institute level to merit their inclusion. Potential risks for inclusion in this high
level register will be reviewed by the Risk Management Committee, the Audit & Risk
Committee prior to final approval by the Governing Body.

5

The Risk Management Committee will develop and implement operating procedures to
ensure that risk management is embedded across all decision making functions of the
Institute.

6

The Institute will review its risk appetite annually in light of changing circumstances in its wider
environment and its capacity to bear risk.

See Code of Practice for the Governance of State Bodies, page 33
See Appendix D for Roles and Responsibilities of the Functions

President

Page 3

IT Sligo

5.0

Risk Management Policy

27.03.2019

Risk Appetite

The Institute’s approach is to minimise its exposure to reputational, compliance and financial risk,
whilst accepting and encouraging an increased degree of risk in pursuit of its mission and objectives.
It’s appetite for risk varies according to the activity undertaken, and its acceptance of risk is subject
always to ensuring that potential benefits and risks are fully understood before developments are
authorised, and sensible measures to mitigate risk are established.
The Institute’s appetite for risk across its activities is summarised in Table 1 and in the statement
below.
TABLE 1*
Reputation
Compliance
Financial
Research
Education and Student Experience
Knowledge Exchange
International Development
Major Change Activities
TU objective
Environment and social responsibility
Recruitment, Innovation and culture

Unacceptable
to take risks
1 2
3
<
>
<
>
<

4

5

6

7

Higher willingness
to take risks
8
9
10

>
<

>

<

>
<

<

>
>

<
<
<

<
>

>
>
>

* Note: This is not a definitive list of possible risk categories, and is intended to represent how risks
might be considered. It will be important that this is not perceived as narrowing the risk focus.
Reputation – It is regarded as critical that the Institute preserves its high reputation. The Institute
therefore has low appetite for risk in the conduct of any of its activities that puts its reputation in
jeopardy, could lead to undue adverse publicity, or could lead to loss of confidence by the Irish political
establishment, state agencies, funders of its activities, employers and the public.
Compliance – The Institute places great importance on compliance, and has no appetite for any
breaches in statute, regulation, professional standards, research or medical ethics, bribery or fraud. It
wishes to maintain accreditations related to courses or standards of operation, and has low appetite
for risk relating to actions that may put accreditations in jeopardy.
Financial – The Institute aims to maintain its long term financial viability and its overall financial
strength. Whilst targets for financial achievement will be higher, the Institute will aim to manage its
financial risk by not breaching the following minimum criteria (i) a 3% surplus of income and (ii)
minimum reserves of 9% income.
Strategic Risk: these are risks related to the inability to achieve the Institute’s strategic and
operational objectives as set out in the Strategic Plan and not availing of opportunities when they
arise. This risk category is difficult to explicitly define in a policy statement, given its pervasive
nature, but needs to be considered in the Risk Register.
Operational Risk: is the risk of loss resulting from inadequate or failed internal processes, people and
systems or from external events. This risk category is also difficult to explicitly define in a policy
statement, given its pervasive nature, but needs to be considered in the Risk Register.
Other Risk categories: The Institute has an appetite to a greater or lesser extent in other areas of
Risk as listed in Table 1. The level of risk may change from time to time depending on environmental
conditions internal and external to the Institute. For each of the categories, a risk range is shown.
President
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This is to allow a level of assessment for each particular risk within a category. So, for example, there
may be an appetite to take a high risk in developing a new programme, but a lesser risk in relation to
the experience a student might have on that programme. This will be a matter of on-going
monitoring by the Institute Risk Management Committee and the Governing Body.
In general terms, the institute could decide to have an adverse, minimal, cautious, open, hungry
appetite for risk. Based in the public sector, and given the high level of controls, audits, reviews and
public accountability required across the organisation, very high risk is not appropriate.
Notwithstanding that, the Institute is willing to consider all potential options and choose the one most
likely to result in successful delivery of strategic objectives. However, the appropriate risk appetite
may vary across the institute, with different parts of the organisation adopting an appetite that
reflects their specific role, with an overarching risk appetite framework to ensure consistency.

6.0

Risk Management Processes

Risk Management is the systematic application of management policies, procedures and practices to
the tasks of establishing the context, risk identification, risk rating, risk controls, and risk monitoring
and reporting. It is an iterative process that, with each cycle, can contribute progressively to
organisational improvement by providing management with a greater insight into risks and their
impact. Risk management should be applied to all levels of the Institute, in both the strategic and
operational contexts, to specific projects, decisions and recognised risk areas.
The process has six parts:
i.
ii.
iii.
iv.

v.
vi.

Risk Identification: i.e. in areas, as identified in Table 1
Initial Risk Assessment: to determine the impact, likelihood, consequences, vulnerabilities of
the initial or inherent risk
Identify Controls3 : the process of identifying the controls that will mitigate the initial risk, i.e.
to minimise the negative consequences of a risk.
Residual Risk Assessment: Once the existing controls have been identified, the risk remaining
should be considered. If this has not reached an acceptable level (in terms of the Institute’s
Risk Appetite)
Mitigating Actions: these are identified and implemented to bring the residual risk to an
acceptable level4
Risk Monitoring and Reporting5: Monitoring the effectiveness of controls which have been
identified, i.e. monitoring the progress against agreed actions to ensure the continual
effective operations of controls identified. If these actions have been identified as part of a
departmental register, progress should be monitored at functional management meetings.
The Executive Committee should monitor actions on the Institute’s register.

The Risk Management Committee has responsibility for overseeing the risk management activities in
the Institute, and approving appropriate risk management procedures and measurement

3

Controls should be worded to either prevent or to detect and correct an undesirable outcome and should be
specific in nature detailing thresholds etc. where required. For a control to prevent or detect and respond to a
risk, it must be performed consistently as designed.
4

A mitigation action is a specific action, project, activity, or process taken to reduce or eliminate long-term risk
and may to be ‘one off’ in nature rather than reoccurring and may involve changes to operating procedures
such as the introduction of a new control
5

For management to take comfort in a control they must satisfy themselves that it is operating effectively.
Control weaknesses identified through audits or otherwise should be monitored to closure by management.

President
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methodologies throughout the organisation. This Committee will liaise with the Audit & Risk
Committee and with the Governing Body to provide assurances concerning the management of risks
within the Institute.
During the academic year 2016/17, the President will take direct responsibility for ensuring that risk
management activities are carried out effectively within the Institute, and he will Chair the Risk
Management Committee.

7.0

Terms of Reference for Risk Management Committee (RMC)
1) The members of the RMC are the Executive Committee members, and the RMC will be Chaired
by the president6. The RMC will:
2) Implement a consistent process to identify risks that is comprehensive and complete.
3) Assess and prioritise quantitative and qualitative risks at Institute level and rate/score them
as High, Medium, Low and in terms of the possibility of occurring/impact should they occur.
Mitigating controls should also be identified.
4) Maintain an Institute Risk Register that consists of: Identified risk; cause/effect; probability;
likely impact; risk owner; timing; risk status; agreed actions; review dates – “A To Do List”. This
is primarily a recording and monitoring tool rather than a reporting tool. An appropriate level
of granularity should be reached for the risks. Appendix B has a template for the Risk Register
5) Assess residual risk using the same scoring system as for (3) in order to assess the effectiveness
of the mitigating controls. Agree actions in relation to the treatment of the residual risk
including acceptance, avoidance, insurance or further mitigating actions. Specific deadlines or
milestones, will be applied to each mitigating action.
6) Clearly allocate individual ownership (across the Institute members) of responsibility for each
risk, controls and mitigating actions7.
7) Ensure key risks are considered in the strategic plan and it’s on-going monitoring.
8) Ensure that the Functional Risk Register is a monthly standing item on all functional
management team agendas with the controls & actions being continuously monitored and
reported by the functional teams to the RMC. Reporting should cover at a minimum any risks
emerging in the period; any up or down grades in risk grading; any significant control
weaknesses noted; status update on action items.
9) Meet monthly and maintain an attendance record at these meetings. At these meetings, the
committee should review the risks and the mitigating actions and be made aware of changes
to functional risks and their risk ratings, and control exceptions/weaknesses in relation to the
controls that have been identified to mitigate risks. Functions to provide a status update on
action plans. Minutes of these meetings to be made available to the Audit & Risk Committee.
10) Submit a list of (Functional / Institutional wide??) actions arising from the RM meetings to the
Executive Committee for execution, where this is considered as an agenda item on a monthly
basis.8

6

The intention of placing Executive Committee members on the RMC is to ensure that Risk is taken seriously at
the highest level in the Institute. The membership of the RMC will be reviewed in 2018
8

While these two committees are made up of the same people, it is important that, as an executive they act
on the actions agreed by the RM management committee – i.e. that they use their executive powers to take
action.

President
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11) Submit appropriate reports with main issues to the Audit & Risk Committee (who report to
Governing Body) and to the Governing Body. Reporting should cover at a minimum any risks
emerging in the period; any up or down grades in risk grading; any significant control
weaknesses noted; status update on action items
12) Where a risk is rated as scoring high after risk assessment at a Functional Level, for example
arising from an unanticipated change in conditions or due to a particular event occurring, it
may require to be escalated. This would apply to an emerging or changing risk with a residual
risk assessment of red. In that case, the Function will advise the Chair of the Institute Risk
Management Committee that a risk or incident requires escalation within 24 hours, AND
submit the Functional management plan, and maintain Functional management responsibility
unless otherwise directed.
13) Be responsible for Institute wide communications on risk matters and on-going training as
required from time to time.

8.0

Severance Payments

The Institute will follow the good practice framework for public bodies making discretionary severance
payments, based on the principles of accountability, integrity and fairness as outlined in Appendix E.

9.0

Measuring Success

The Institute should measure the success of their Risk Management Process on an annual basis.
Success can be measured against KPI’s, actions taken to address key risk areas and the achievement
of results.
This Risk Management policy will be reviewed periodically as appropriate.

President
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Appendix A - Clarification of terms
Risk: Any uncertain event that could significantly impede or enhance your ability to achieve your
objectives.
The key issue to consider is those decisions and events that prevent the Institute from achieving its
key objective.
Risk in Higher Education Institutes: Typically, risks in higher education may be categorised as
Strategic, Financial, Legal, Reputational or Operational.
Risk Appetite: This is the level of risk that an organization is prepared to accept in pursuit of its
strategic objectives, and before action is deemed necessary to reduce the risk. It represents a balance
between the potential benefits of innovation and the threats that change inevitably brings.
Risk Management: the process of identifying and assessing risk, and taking steps to align risk to
acceptable levels. The focus is on successfully managing risk rather than on the system of risk
management.
Institute Risk Register: This is a risk recording and monitoring tool for the management of the
Institute and to fulfil regulatory compliance acting as a repository for all risks identified and includes
additional information about each risk, e.g. nature of the risk, reference and owner, mitigation
measures. This list is informed by the risks identified by the Institute’s functional groups and
includes strategic risks as well as operational risks of critical importance that are identified by the
RMC and/or executive team. The Risk Management Committee will incorporate the Functional level
risks into the Institutes Risk Register, and will provide the oversight that these risks are being
managed at the appropriate level.
Functional Risk Register: This is a list used by a function within the Institute as a risk management tool
and to fulfil regulatory compliance, acting as a repository for all risks identified and includes additional
information about each risk, e.g. nature of the risk, reference and owner, mitigation measures.
Typically, these are risks pertaining to the activities of a specific function and are incorporated into
the Institute Risk Register in a way that all risks can be effectively managed. Each Function is expected
to manage its own set of risks.
Impact: The risk impact is assessed by examining the consequences of the risk materialising.
Likelihood: The likelihood should be assessed by considering the vulnerabilities associated with the
risk which exist within the Institutes internal and external environment.
Consequences: Negative or positive outcomes.
Vulnerabilities: Weaknesses in existing work practices, processes, systems or people.
Inherent Risk: The level of risk before mitigating controls are considered.
Residual Risk: The level of risk remaining after considering mitigating controls.
Financial Risk can be defined as the exposure to losses arising as a result of the need to improve the
management of the Institute’s financial assets.
Strategic Risk can be defined as the inability to achieve the Institute’s strategic and operational
objectives as set out in the Strategic Plan and not availing of opportunities when they arise.
Operational Risk is defined as the risk of loss resulting from inadequate or failed internal processes,
people and systems or from external events.
Compliance Risk is defined as the risk of legal sanctions, material financial loss, or loss to reputation
the organisation may suffer as a result of its failure to comply with laws, its own regulations, code of
conduct, and standards of best/good practice.
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Reputational Risk, is defined as exposure to losses arising as a result of bad press, negative public
image and the need to improve stakeholder relationship management.
Control activity: An action taken to minimise the negative consequences of a risk. A control differs
from a process activity as a well-designed control should either prevent a negative consequence
from occurring in the first place or detect that the negative consequence has occurred and initiate
corrective actions.
Mitigating actions: A mitigation action is a specific action, project, activity, or process taken to
reduce or eliminate long-term risk. Mitigating actions may to be ‘one off’ in nature rather than
reoccurring and may involve changes to operating procedures such as the introduction of a new
control.

President
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Appendix B – Risk Assessment Guidance

Risk Impact
Risk Impact – Low, Medium and High Examples
Impact
Classification

Low

Suggested Key Criteria - Impact

•
•
•
•
•
•

Medium

•
•
•
•
•
•

High

•
•
•
•
•
•

President

Adverse internal media attention – Institute publications
Low level of staff /student interruption
Minor Injuries not requiring admission to hospital or minor distress
not requiring leave from work/studies to recover
Insignificant or no process anomalies
Insignificant or no impact on quality framework (including staff,
programmes, delivery, research)
Financial loss equivalent to an annual loss of no more than €100,000
– X% of total income
Adverse local/regional media attention
Half day disruption to several staff and students
Injury or distress requiring hospitalisation or leave from work/studies
Significant irregularity in processes/Significant compliance breaches
Significant adverse impact on quality framework (incl. staff,
programmes, delivery, research)
Financial loss equivalent to an annual loss of between €100,000 and
€1,000,000– not more than X% of total income
Adverse national media attention and/or adverse social media
attention
Closure/interruption of entire Institute; or Closure/Interruption of
significant portion of the Institute for a half day or more
Serious debilitating injury or loss of life; Serious distress resulting in
long term leave
Serious or pervasive irregularity in processes/Serious compliance
breach
Serious/Pervasive adverse impact on quality framework(incl.staff,
programmes, delivery, research)
Financial Loss equivalent to an annual loss of greater than
€1,000,000
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Risk Likelihood
Analysing risks requires an assessment of their frequency of occurrence also. The following table
provides broad descriptions used to support risk likelihood ratings:

Rating

Likelihood
High
Medium
Low

President

Likely, may occur (within the next year)
Unlikely, but may occur at some point (once in 2-5 years)
Rare, may occur in exceptional circumstances (once in 5 years)
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Risk Rating (Residual Risk)
The risk assessment exercise should be carried out at a ‘residual’ risk level where the risks affecting
the Institute are considered with selected mitigating actions and controls fully implemented. It is
essential to distinguish between those controls that are in place and those that are planned. It is
then a matter to assess the impact and likelihood of the residual risk after the controls have been
effectively implemented. It is important to note that the assessment of residual risk can only be
based on controls already in place. When rating the risks identified, use the matrix below to
determine the overall classification of risk:

LIKELIHOOD

IMPACT

President

HIGH

MEDIUM

LOW

HIGH

High

High

Medium

MEDIUM

High

Medium

Low

LOW

Medium

Low

Low
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Sample Risk Register
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DETAILED RISK REGISTER FOR EACH RISK

Risk number:
Risk Owner
Risk Description
Risk Category
Strategic Objective

Description of Risk.

Impact

Inherent Risk Rating
Likelihood

Score

H/M/L

H/M/L

H/M/L

Current Controls

Residual Risk Rating
Impact

Likelihood

Score

H/M/L

H/M/L

H/M/L

List Current Controls that are in place to reduce the Inherent Risk Rating.

Mitigating actions
List Mitigating Actions to reduce the Residual Risk Rating, including Action Owners and Action Due
Dates (Who and By When)

President

Remaining Residual Risk
Impact

Likelihood

Score

H/M/L

H/M/L

H/M/L
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Appendix C: Overview of the Institute’s Risk management structure

Governing Body
Audit & Risk
Committee

Executive
Committee

Senior
Management
Group

Institute Risk
Management
Committee

Functional/
departmental
Management

Staff

President
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Appendix D: Roles and Responsibilities
Group / Function

Roles & Responsibilities

Governing Body

1. Overall responsibility for risk management within the Institute.
2. Final approval of the Institute Risk Management Policy and any
amendments thereto.
3. Final approval of the Institutional Risk Register.
4. Sets risk appetite and risk tolerances.
5. Satisfy itself through its Audit & Risk Committee that an
adequate Risk Management Framework is in place and that
risks are being managed appropriately by the Executive.

Institute Risk Management
Committee

1.
2.
3.
4.
5.

Audit & Risk Committee

1. Assure the Governing Body that an adequate Risk Management
Framework is in place within the Institute.
2. Keep under review the operation and effectiveness of the
Institute’s RM process
3. Monitor the effectiveness of Risk Management in relation to
risks identified as fundamental to the success or failure of the
Institute’s strategic objectives
4. Report to the Governing Body on its findings in relation to Risk
Management and the adequacy of the Risk Management
Framework.

President

1. As Chief Risk Officer, overall responsibility for ensuring that
procedures and processes are in place to enable adherence to
this Risk Management Policy.
2. Responsible for Leading and championing the implementation
of the Risk Management Framework.
3. Chair and supports the development of the Risk Management
Committee.
4. Report in person or through a nominee to the Audit & Risk
Committee on the adequacy of the Risk Management
Framework.

Risk Management
Administrator Role

1. To provide support to the delivery of Risk Management.
2. Maintain the Institute’s Risk Register, including its review and
update on a regular basis.
3. Coordinate the compilation of the functional risk registers.
4. Document Risk Committee minutes.
5. Prepare appropriate reports for the Audit & Risk Committee.

President

Maintain an Institute Risk Register
Ensure provision of adequate training
Monitor progress in risk management
Submit a monthly action report to the Executive Committee
Submit a report on a quarterly basis to the Audit & Risk
Committee with main issues.
6. Monitors actions to mitigate Risk, to be carried out by the
functions including the Executive Committee
7. Makes proposals to the Audit & Risk Committee and Governing
Body on possible risks to be included in the draft Institutional
Risk Register.
8. Ensure adequate communication of Risk Management process
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Executive Committee

1. Considers Risk Committee actions as an agenda item on a
monthly basis, based on actions submitted by the Institute Risk
Management Committee
2. Implement RM policy and advocate a RM culture.

Senior Management Group

1. Performs the review of functional registers for all functions
under their control.
2. Reviews the draft Institutional Risk Register.

Heads of Schools & Support
Functions, Directors of
Research Centres

1.

All staff / employees

Ensure cooperation with all parties in the implementation of the
Institute risk management process and policy.

Internal Audit

Responsible for the review of internal controls within the Institute.
In developing the Internal Audit Plan, cognisance will be taken of
the Institute’s Risk Register and include a periodic assessment of
the effectiveness of the risk management processes.

President

Identify, assess and manage risks on a day to day basis in
relation to the departments which report to them.
2. Monitor the effectiveness of controls and action status
3. Prepare and maintain functional level risk registers at
departmental level.
4. Cooperate with the risk management function in the reporting
and analysis of risks within their units.
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APPENDIX E – GOOD PRACTICE FRAMEWORK WHEN SEVERANCE PAYMENTS ARE PROPOSED

President
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